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Accelerating Wireless Device Development with Network

Emulation

by Rajive Bagrodia, Scalable Network Technologies

s global demand for
high-speed mobile IP
communications grows

in both commercial and mili-
tary sectors, multiple technol-
ogy platforms are competing
to become the ‘standard’ for
fast, scalable, and interoperable
mobile communications.

The economic realities of
upgrading existing wireless
communications infrastruc-
tures require technologies that
can be layered on top of exist-
ing networks to add capaci-
ty and increase data rates. In
the commercial sector, 2G and
3G networks are becoming
capacity constrained as mobile
broadband use increases.! Two
new standards are competing
to meet this demand. Mobile
WiMAX, backed by industry
heavyweights like Intel, Google,
Sprint, and Time Warner, is in
early stages of deployment, ini-
tially achieving a 3X capac-
ity improvement over existing
technologies, with another 50%
boost expected from the adop-
tion of MIMO enabled systems.
The 3GPP Long Term Evolution
(LTE) standard, backed by
Nokia Siemens Networks and
an international consortium of
standards bodies, it at least two
years away from deployment,
but promises substantially high-
er data rates and capacities than
WiMAX.? Both of these tech-
nologies are being designed to
overlay onto existing 2G/3G
network infrastructures, creat-
ing demand for a new array
of multimode devices such as
mobile phones, notebook com-
puters, PDAs, MP3 players, and
mobile TVs.

In the military sector,
the mobile ad hoc network
(MANET) is becoming the tac-
tical communications network
of the future. MANETs consist
of wireless mobile devices or
“nodes” that can freely and
dynamically self-organize into
temporary networks, allowing
people and devices to intercon-
nect in areas with no commu-

SIMULATION|

INCREASING REALISM

EMULATION

product development cycle

Figure 1: How simulation and emulation fit into the

nications infrastructure, such
as disaster recovery environ-
ments or battlefields. Because
MANETSs are set up ‘on the fly’
without infrastructure compo-
nents such as access points or
base stations, every connected
mobile device acts as both host
and router. As devices move
over terrain and through vary-
ing weather and atmospheric
conditions, they may connect
and disconnect repeatedly from
the other devices. As IP tech-
nology continues to mature,
developers seek to incorpo-
rate technology advances into
their devices to overcome the
environmental effects on reach-
ability and latency from node
to node. Commercial applica-
tions of MANET are now being
explored, enabled by technolo-
gies such as Bluetooth, WiFi,
and HyperLAN.

Each wireless networking
standard offers unique advan-
tages and deployment chal-
lenges. But the fact that all are
fundamentally IP-based tech-
nologies offers unprecedented
opportunity for device develop-
ers to create products that seam-
lessly interoperate among these
layered network standards.

Common Challenges in
Network Design and
Deployment

While commercial and mili-
tary communications applica-
tions have substantially differ-
ent functionality and quality of
service requirements, there are

a common set of challenges in
designing and deploying wire-
less networks to satisfy those
requirements. Primary among
these challenges is developing
new technologies that raise the
bar in terms of performance
while supporting legacy sys-
tems. Validating designs from
the component level to the sys-
tem-of-systems level is necessary
at numerous stages in the design
process.

Comprehensive testing of
actual network prototypes is
a costly but necessary practice
prior to deployment. Hardware,
software, and links must be
tested, validated and verified.
Currently, the problem with
testing is that the two methods
commonly employed — simula-
tion and physical testbeds — are
only useful at the very begin-
ning or very end stages of devel-
opment. Early stage simulations
are not always accurate, where-
as late-stage testbeds are very
expensive. There is a real need
for better, lower-cost testing in
the middle and later stages of
product development.

Technology Breakthrough:
Software Virtual Networks

Our company has introduced a
breakthrough technology that
accelerates the design and devel-
opment cycle for mobile net-
work devices, and also improves
device performance by pinpoint-
ing risk factors that can cause
communication breakdowns in
operation.

“Software virtual networks”
(SVNs) can now be built that
enable engineers to evaluate
new component designs and
technologies faster and at much
lower cost than has been pos-
sible until now. SNT’s EXata
emulation environment is built
on a technology called true
emulation to create exact digital
or “virtual” duplicates of live,
complex physical networks.
Any hardware, software, or
human user connected to this
emulated network is not able
to tell the difference between a
real network component and its
emulated replacement.

Network emulation blends
the flexibility and low cost of
simulation with the highly accu-
rate, highly detailed results of a
physical testbed. Emulation is
valuable throughout the devel-
opment life-cycle and can be
employed at increasing levels of
detail and realism as each proj-
ect demands (see Figure 1).

Simulation vs. Emulation
Today, device testing is conduct-
ed with a combination of simu-
lation technology and physical
“testbeds,” scaled-down ver-
sions of fully-deployed networks
built with prototypes of the new
devices being evaluated.

Simulation has become high-
ly sophisticated over the last
twenty years, and is best suited
for evaluating solution concepts
and initial designs in the early
stages of the development cycle.
Depending on the complexity
of the network and the need for
real-world fidelity, large-scale
simulations and/or testbeds are
used to evaluate designs prior to
deployment.

Network simulation mod-
els very complex networks; as
a result, nearly all simulation
solutions abstract or simplify
the network model. Calculation
times can be prohibitively long
even on fast computing plat-
forms, taking up to two weeks
to generate simulation results
for a one-hour experiment. As
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a result, most engineers view
simulation as impractical for
testing extremely complex sys-
tems because it can mask the
very performance enhancements
they are developing.

There are also fidelity chal-
lenges in building efficient
radio, channel and mobility
models. Network models that
fail to take into consideration
details like radio frequency
propagation, channel interfer-
ence, and precise node loca-
tion may render experimental
results meaning]less.

EXata is an emulator that
breaks new ground in speed
and fidelity compared to com-
petitive systems. The under-
lying computer code, known
as the kernel, is built with
patent-pending computation-
ally efficient code that dra-
matically increases speed and
accuracy on any computing
platform (see Figure 2). EXata
is the only emulation system
that can use advanced parallel
processing to digitally repre-
sent every layer in the wire-
less communications protocol
“stack” (See Figure 3).

Because hardware, software,
or human users connected to
an EXata SVN can’t tell the
difference between a real net-
work component and its emu-
lated replacement, engineers can
develop “virtual prototypes” and
integrate them into the SVNs,
which in turn can be interop-
erated with existing deployed
networks. EXata SVNs also
produce greater predictability
of actual performance. Many
more potential solutions can be
tested and evaluated in a given
time period, allowing engineers
to solve more problems with
fewer technical compromises.

Design Application: L-3
Communications

SNT  emulation  technol-
ogy is being used by L-3
Communications to develop the
MR-TCDL, a Wireless, IP-based,
Mobile Ad Hoc Networking
System that provides high band-
width capacity over very long
ranges. SNT’s first-generation
emulation, part of the QualNet
Developer environment, is used
to validate MR-TCDL applica-
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Figure 3: How EXata mimics the structure of physical
networks

tions and hardware and refine
system designs.

Prior to test flights featuring
real aircraft, L-3 connects real
WMR/MR-TCDL prototypes
to an emulated fleet of air-
craft in QualNet. The pre-test-
flight validation process, which
takes place early in the system
design and development phases,
is intended to reduce the risk of
system or network failure dur-
ing system testing and actual
flight test acceptance phases.

With real hardware and actu-
al algorithms integrated into the
emulation, protocol service ver-
ification takes place throughout
various stages of product devel-
opment, not just at the final
step. Simulation and emulation

through SNT’s QualNet and
EXata provide critical under-
standing for refining the per-
formance of IPCM, network
protocols and other network
services.

Once the test flights are
underway, emulation is used to
provide support with real-time
3D visualization of link status
and telemetry data. By provid-
ing operational-level validation
of networking software and
hardware, emulation helps L-3
build a better solution faster
and more inexpensively.

Better Designs, Lower
Development Cost

Network emulation with
EXata, as a replacement for

costly testbeds, provides wire-
less device developers with two
substantial benefits. First, emu-
lation enables engineers to test
and evaluate design prototypes
much earlier in the design pro-
cess, at a fraction of the cost
of physical testbeds. Emulation
reduces cost by minimizing
prototype iterations through
the development cycle. It also
eliminates the need to acquire
large physical spaces within
which to construct testbeds;
you can’t test routing protocols
or connectivity issues if all the
radios are in the same room.

Second, EXata produces
better predictability of actual
performance because engi-
neers can test solutions against
all potential environmental
effects. As a result, many more
potential solutions can be eval-
uated and more problems can
be solved with fewer technical
compromises.

Summary

Software virtual networks are
changing the way that wireless
network devices are tested and
evaluated. Between early stage
abstracted simulations and late
stage prototype test beds, emu-
lation plays an important role
in evaluating product designs.
From the component level to
the system-of-systems level,
emulation enables evaluation in
a real system context, greatly
reducing the cost and time of
testing and validation through-
out the design cycle.

Not all network simulators
are capable of true emulation.
To be a true replacement for
a network, an emulation must
support real-time speed, full
packet fidelity, and provide
transparency. EXata supports
true network emulation with
parallel execution and highest
fidelity models and the scal-
ability and interactivity required
to test and evaluate the most
advanced new mobile commu-
nications devices.
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